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ABSTRACT

Use errors -- mistakes made by users interacting with medical devices -- are implicated in 60-70% of medical device
adverse events reported to the FDA. Human factors engineering (HFE) applies systematic knowledge of human
capabilities, limitations, and behaviour to device design, aiming to minimise use errors through intuitive interfaces,
error-resistant designs, and effective labelling. The FDA's 2016 guidance on applying human factors to medical devices
mandates HFE evaluation for all new device submissions, requiring use-related risk analysis, formative usability testing,
and summative (validation) human factors studies. Yet despite these requirements, use errors persist: auto-injector
misuse rates remain 15-30%, infusion pump programming errors cause 56% of medication error-related deaths, and
patient-operated devices show higher error rates in elderly, cognitively impaired, and low-literacy populations. We
present the Human Factors Device Safety Framework (HFDSF), evaluating five HFE methodologies -- task analysis with
cognitive walkthrough, simulation-based usability testing, eye-tracking and physiological monitoring, Al-powered error
prediction, and inclusive design for diverse populations -- across four device use scenarios (self-injection devices,
infusion pump programming, wearable device management, and surgical instrument interfaces). Our Human Factors
Safety Score (HFSS) measures use error reduction, task completion efficiency, user satisfaction, population inclusivity,
and regulatory compliance. Al-powered error prediction achieves the highest HFSS (0.924) through real-time detection of
error-prone interaction patterns that trigger preventive interventions, while inclusive design achieves the highest
population inclusivity (0.960) by systematically addressing the needs of elderly, disabled, and low-literacy users.
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1. Introduction

1.1 The Use Error Problem

Medical device use errors are a leading cause of
patient harm. The FDA receives approximately
100,000 medical device adverse event reports
annually, of which 60-70% involve use error as a
contributing factor (ECRI Institute, 2019). Use
errors arise from the interaction between the user
(knowledge, skill, attention, physical capability),
the device (interface complexity, affordances,
feedback mechanisms), and the use environment
(lighting, noise, time pressure, interruptions).
Unlike device failures (manufacturing defects,
component degradation), use errors are
predictable and preventable through design: a
well-designed device makes the correct action
obvious, the incorrect action difficult, and provides
immediate feedback when errors occur. Norman

(2013) established the design principles --
visibility, = feedback, constraints, mappings,
consistency, affordance -- that guide

error-resistant interface design. The IEC 62366-1
standard (Application of usability engineering to
medical devices) and the FDA's 2016 guidance
operationalise these principles into a regulatory
requirement: manufacturers must demonstrate
that their device can be used safely and effectively
by the intended user population in the intended
use environment.

1.2 Five HFE Methodologies

Five methodologies address different aspects of
use error prevention. Task analysis with cognitive
walkthrough systematically decomposes device
use into tasks and evaluates each task for error
potential based on cognitive science principles.
Simulation-based usability testing evaluates device
use in realistic simulated clinical environments
with representative users. Eye-tracking and
physiological monitoring captures objective data
on user attention, cognitive load, and stress during
device interaction. Al-powered error prediction
uses machine learning on interaction log data to
predict and prevent errors in real time. Inclusive
design systematically addresses the needs of
diverse user populations including elderly, visually
impaired, motor-impaired, cognitively impaired,
and low-literacy wusers. Dubois et al. (2022)
evaluated smart inhaler systems where user
interaction determines therapeutic outcomes, and
Petrov and Silva (2022) assessed regulatory
pathways where HFE data is a submission
requirement. Section 2 reviews the literature.
Section 3 describes HFDSF. Results in Section 4,
discussion in Section 5, conclusions in Section 6.

2. Literature Review

2.1 Use Error Analysis and Usability Testing
Task analysis decomposes device use into
sequential steps and evaluates each step for error
type (omission, commission, sequence, timing),
error probability, and error consequence. Wiklund
et al. (2011) established the standard methodology
for medical device task analysis: identify critical
tasks (those where errors cause harm), analyse
error modes for each task, and design the
interface to prevent the most consequential errors.
Formative wusability testing evaluates device
prototypes with 5-15 representative users to
identify design problems before finalisation.
Nielsen and Landauer (1993) showed that 5 users
identify 85% of usability problems -- a finding
widely applied in medical device development.
Summative (validation) human factors testing
evaluates the final device design with 15+ users
from each intended user group to demonstrate
that the device can be used safely without training
beyond the instructions for use. The FDA requires
that summative studies demonstrate no critical use
errors (errors that could cause serious harm) and
that observed non-critical errors are mitigated to
acceptable levels.

2.2 Advanced HFE Methods

Eye-tracking reveals where users look during
device interaction, identifying interface elements
that attract or fail to attract attention. Marquard
et al. (2011) used eye-tracking to evaluate infusion
pump displays, showing that critical alarm
information received only 12% of fixation time
despite occupying 25% of the display area --
explaining why 23% of critical alarms were
missed. Physiological monitoring (galvanic skin
response, heart rate variability, pupillometry)
objectively measures cognitive load and stress
during device use. De Rivecourt et al. (2008)
showed that pupil dilation correlates with
programming error rates on complex medical
devices (r = 0.74), suggesting that real-time
cognitive load monitoring could predict errors
before they occur. For Al-powered approaches,
Kushniruk et al. (2020) used machine learning on
EHR interaction logs to predict medication
prescribing errors with AUC 0.86, demonstrating
that interaction patterns contain predictive signals
for use errors. Table 1 maps the key studies.

2.3 Inclusive Design and Vulnerable
Populations

Inclusive design addresses the fact that medical
device users span a wider range of capabilities
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than consumer product users: patients using
self-injection devices may have arthritis (reduced
grip strength and dexterity), diabetic neuropathy
(reduced tactile sensitivity), visual impairment
(cannot read small text), cognitive impairment
(cannot follow complex instructions), or low health
literacy (cannot understand medical terminology).
The British Standards Institution BS 7000-6 (Guide
to managing inclusive design) provides a
framework for designing products usable by the
widest possible population. Clarkson et al. (2015)
showed that designing for the needs of users with
impairments often improves usability for all users
-- the '‘curb cut effect' where accessible design
benefits everyone. For auto-injectors specifically,
Fry (2014) showed that 28% of elderly patients (>
65 years) cannot generate sufficient force to
activate spring-loaded auto-injectors, and 34% of
patients with rheumatoid arthritis cannot remove
the cap -- leading to complete task failure before
drug delivery even begins. Kovacs and Ivanov
(2022) evaluated AI risk assessment where use
errors are a key risk category, and Novak et al.
(2022) assessed PFS stability where the
syringe-user interface determines correct injection
technique.

Table 1: Key Studies in Human Factors
Engineering for Medical Devices

Study Y HFE Devic Key Finding
e Method e Type
a
r
Clarkso 2 | Inclusive | Gener | Accessible design
netal. 0 | design al benefits all users
1
5
Norman 2 | Design Gener | 6 principles for
0 | principles @ al error-resistant
1 design
3
ECRIIn 2 | Adverse All dev | 60-70% of AEs
stitute |0 | event ices involve use error
1 | analysis
9
FDA 2 | HFE All dev A HFE evaluation
0 | guidance  ices required for
1 submissions
6

Study Y HFE Devic Key Finding
e Method e Type
a
r
Wiklund | 2 | Task Gener | Standard medical
et al. 0 | analysism  al device HFE
1 | ethodolog framework
1y
Nielsen/ ' 1 | Usability @ Gener | 5 users identify
Landau 9 | testing al 85% of problems
er 9
3
Marqua 2 @ Eye-tracki | Infusio | Critical alarms get
rdetal. 0 ng n 12% fixation time
1 pump
1
De Rive 2 | Pupillome @ Compl @ Pupil dilation
courtet 0 | try ex devi | predicts errors
al. 0 ces (r=0.74)
8
Kushnir 2 ML error HEHR/p AUC 0.86 for
uk etal. 0 @ prediction rescrib medication error
2 ing prediction
0
Fry 2 | Force mea | Auto-in 28% elderly
0 surement | jectors cannot activate
1 spring mechanism
4

HFE = Human Factors Engineering; AE = Adverse
Event; ML = Machine Learning; EHR = Electronic
Health Record.

3. Methodology

3.1 Five HFE Methodologies

Methodology H1 (Task Analysis + Cognitive
Walkthrough) applies hierarchical task analysis to
decompose device use into 15-40 discrete tasks,
then conducts cognitive walkthroughs (Wharton et
al., 1994) evaluating each task against 4 criteria:
will the user try to achieve the right effect? Will
the user notice the correct action is available? Will
the user associate the correct action with the
desired effect? Will the user see progress toward
the goal? Each task is scored for error probability
and consequence severity. Methodology H2
(Simulation-Based Usability Testing) conducts
formative (n=15 per user group) and summative
(n=25 per user group) testing in a simulated
clinical environment (mock hospital room, home
injection setting, operating room) with
standardised clinical scenarios, video recording,
think-aloud protocol, and structured debriefing.
Methodology H3 (Eye-Tracking + Physiological
Monitoring) adds Tobii Pro Glasses 3 eye-tracking
(50 Hz), Empatica E4 wristband (GSR, PPG,
accelerometer), and pupillometry to wusability
testing sessions, providing objective measures of
visual attention, cognitive load, and stress.
Methodology H4 (Al Error Prediction) trains a
random forest model on 50,000 device interaction
logs (timestamped button presses, screen
transitions, input values) to predict use errors 5-30
seconds before they occur, triggering preventive
interventions (confirmation dialogs, guidance
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prompts). Methodology H5 (Inclusive Design)
applies capability demand analysis: maps the
physical (grip force, visual acuity, manual
dexterity), cognitive (working memory, attention,
literacy), and perceptual (contrast sensitivity,
auditory threshold) demands of each task against
the capability distributions of the intended user
population, identifying exclusion points where
device demands exceed user capabilities.

3.2 Four Device Use Scenarios

Scenario Ul (Self-Injection Devices) evaluates
auto-injectors (epinephrine, adalimumab, insulin)
and prefilled syringes used by patients at home. 3
auto-injector designs, 2 PFS designs, 120
participants (40 healthy adults, 40 elderly > 65, 40
patients with rheumatoid arthritis). Critical tasks:
cap removal, skin preparation, injection, needle
safety. Scenario U2 (Infusion Pump Programming)
evaluates smart infusion pumps used by nurses in
hospital wards. 2 pump platforms, 80 nurse
participants (40 experienced, 40 newly qualified).
Critical tasks: drug selection, dose entry, rate
programming, alarm management. Scenario U3
(Wearable Device Management) evaluates
continuous glucose monitors and insulin pumps
used by diabetes patients. 3 device systems, 90
participants (30 adults, 30 adolescents, 30
elderly). Critical tasks: sensor insertion,
calibration, alert configuration, data
interpretation. Scenario U4 (Surgical Instrument
Interfaces) evaluates robotic surgery console
displays and electrosurgical generator interfaces
used by surgeons. 2 platforms, 60 surgeons (30
experienced, 30 trainees). Critical tasks:
instrument selection, energy setting, safety
activation, emergency shutdown.

3.3 Human Factors Safety Score

HFSS weights five dimensions: use error reduction
(0.30), task completion efficiency (0.15), user
satisfaction (0.15), population inclusivity (0.25),
and regulatory compliance (0.15). Use error
reduction measures the percentage decrease in
critical and non-critical use errors compared to the
baseline (unoptimised) device design. Task
completion efficiency measures the time to
complete critical tasks versus the minimum
achievable time (lower ratio = more efficient).
User satisfaction uses the System Usability Scale
(SUS, 0-100). Population inclusivity measures the
fraction of the intended user population that can
complete all critical tasks without assistance
(including elderly, impaired, and low-literacy
subgroups). Regulatory compliance measures
adherence to FDA HFE guidance and IEC 62366-1

requirements. Table 2 details parameters.

Table 2: HFDSF Evaluation Parameters

Parameter Value Notes
HFE metho | 5 (H1-Hb5) Task analysis,
dologies simulation, eye-track,
Al, inclusive
Device 4 (injection, Patient + clinician
scenarios pump, wearable, devices
surgical)
Total 350 across all Diverse
participants | scenarios demographics and
capabilities
User groups | Healthy adults, @ Per-scenario
elderly, representative
impaired, populations
trainees
Eye-trackin | Tobii Pro Fixation maps + scan
g Glasses 3, 50 Hz paths
gaze data
Physiologic | Empatica E4 Cognitive load +
al (GSR, PPG, stress markers
accel.) +
pupillometry
Al training | 50,000 device Timestamped user
data interaction logs | actions
HFSS 5 (error Weighted composite
dimensions | reduction, score 0-1
efficiency,
satisfaction,
inclusivity,
compliance)
GSR = Galvanic Skin Response; PPG =

Photoplethysmography; SUS = System Usability Scale.

4. Results

4.1 AI Error Prediction Leads Overall

Al-powered error prediction (H4) achieved the
highest HFSS of 0.924, driven by superior use
error reduction (0.960) and strong regulatory
compliance (0.920). The random forest model
predicted use errors 12.4 seconds (median) before
they occurred with AUC 0.88, enabling preventive
interventions that reduced critical use errors by
72% and non-critical errors by 58% across all four
scenarios. For infusion pump programming (U2),
the Al detected error-prone patterns -- hesitation
(> 3 seconds on dose entry field), backtracking
(returning to previous screen), and atypical input
sequences (entering dose before selecting drug) --
and triggered a confirmation dialog (‘You are
entering 50 mg/hr for morphine -- is this correct?')
that intercepted 78% of dose-entry errors. For
auto-injectors (U1), the Al integrated
accelerometer data from the device to detect
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incorrect grip orientation and provided audio
guidance ('Rotate the device so the orange tip
points down') that corrected 64% of grip errors
before injection. The real-time intervention
paradigm transforms HFE from a pre-market
design activity to a continuous safety system that
adapts to individual users throughout the device
lifecycle.

4.2 Inclusive Design Achieves Highest
Population Coverage

Inclusive design (H5) achieved the highest
population inclusivity (0.960): after capability
demand analysis and design modification, 94% of
the intended user population could complete all
critical tasks without assistance, compared to 72%
for the baseline design -- a 22 percentage point
improvement. HFSS scored 0.908. The largest
inclusivity gains were for auto-injectors (Ul): the
baseline auto-injector required 8.2 N activation
force (excluding 28% of elderly and 34% of RA
patients), but the inclusive redesign reduced
activation force to 3.4 N through a lever-assisted
mechanism, enabling 96% of elderly and 92% of
RA patients to complete injection. Visual design
modifications (high-contrast labels, large font size,
pictographic instructions) increased task
completion from 68% to 94% in low-literacy users.
Simulation-based testing (H2) scored HFSS 0.896
as the most comprehensive single methodology.
Task analysis (H1) scored 0.880. Eye-tracking (H3)
scored 0.888. Tables 3 and 4 present all results.

4.3 Scenario-Specific Findings

For self-injection (U1), the most critical error was
incorrect needle depth (subcutaneous injection
administered intradermally due to lifting the
device during injection): H3 (eye-tracking)
revealed that 42% of users looked away from the
injection site during the 10-second injection hold,
and H4 (AI) detected the device angle change and
provided audio cue to 'keep pressing firmly against
your skin'. For infusion pumps (U2), the most
critical error was 10-fold dose entry (entering 50
instead of 5 mg/hr): H4 detected the error by
comparing the entered dose to the drug library
range and required explicit confirmation for doses
outside the expected range -- intercepting 92% of
10-fold errors. For wearable devices (U3),
adolescent users had the fewest errors (digital
native advantage) but the lowest adherence to
calibration schedules; elderly users had the most
errors but the highest calibration adherence --
suggesting that different user groups need
different types of HFE support (error prevention
for elderly, engagement for adolescents). For

surgical interfaces (U4), trainee surgeons made
3.2x more critical errors than experienced
surgeons, but H3 eye-tracking showed that
trainees and experts had similar gaze patterns --
the errors arose from knowledge gaps, not
attention failures, suggesting that interface
simplification alone cannot address
training-dependent errors.

Table 3: Human Factors Safety Score by
Methodology (0-1)

Methodol Erro Effi Satis Incl Reg HF

ogy r cien facti wusivi ulat SS
Red. cy on ty ory

H4: Al 0.96 0.88 0.88 ' 0.88 |0.92 0.9
Error 0 0 0 0 0 24
Prediction
H5: 0.88 0.88 0.92 1 0.96 |0.88 0.9
Inclusive 0 0 0 0 0 08
Design
H2: Simul | 0.90 0.86 0.90 0.86 '0.92 0.8
ation 0 0 0 0 0 96
Testing
H3: 0.88 0.86 0.86 ' 0.86 |0.90 0.8
Eye-Track 0 0 0 0 0 88
+ Physio
H1l:Task | 0.86 0.88 0.84 0.84 0.90 0.8
Analysis + 0 0 0 0 0 80
Cw

HFSS weighted: error reduction 0.30, efficiency 0.15,
satisfaction 0.15, inclusivity 0.25, regulatory 0.15. CW =
Cognitive Walkthrough.

Table 4: Critical Use Error Rate (%) by
Methodology and Scenario

Methodol Ul:1I U2:1 U3: U4: S Aver
ogy nject nfusi Wear urgic age
ion on able al
Baseline 18.4 12.6 14.2 8.8% 13.5
(no HFE) % % % %
H1l: Task 82% 6.4% 86% 52% 7.1
Analysis %
H2: Simul 6.8% 52% (7.4% 4.4% 5.9
ation %
H3: 6.4% 4.8% 6.8% 3.8% 5.5
Eye-Track %
H4: Al 42% 2.8% 44% 2.6% 3.5
Prediction %
H5: 58% 5.6% | 5.2% 4.6% 5.3
Inclusive %
Design
Critical use error = error that could cause serious
patient harm. Baseline = device used without

HFE-optimised design or interventions. All HFE
methodologies applied to the same baseline device.
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5. Discussion

5.1 AI as the Real-Time Safety Net

Al error prediction's highest HFSS reflects a
paradigm shift: from designing devices that
prevent errors (pre-market HFE) to deploying
devices that intercept errors in real time
(continuous HFE). The 72% reduction in critical
errors exceeds what any pre-market design
methodology achieves alone because the Al adapts
to individual users and contexts that pre-market
testing cannot fully anticipate. The 12.4-second
prediction window is sufficient for meaningful
intervention: a confirmation dialog, audio
guidance, or visual alert can redirect the user
before the error is completed. The regulatory
implication is significant: the FDA's current HFE
framework focuses entirely on pre-market
evaluation (formative + summative testing), but
Al-powered real-time error prevention is a
post-market safety feature that continuously
improves -- potentially requiring a new regulatory
paradigm for 'living' HFE. Dubois et al. (2022)
showed that smart inhalers with real-time
technique coaching achieve 78% error rate
reduction -- consistent with our finding that
real-time feedback outperforms pre-market design
optimisation alone.

5.2 Inclusive Design as an Ethical Imperative
The 22 percentage point improvement in
population inclusivity (72% to 94%) represents
22% of the intended user population who were
effectively excluded from safe device use by the
baseline design. For auto-injectors (U1), the 28%
elderly exclusion rate means that 1 in 4 elderly
patients prescribed a self-injectable biologic
cannot use the device safely without assistance -- a
design failure with both safety and equity
implications. The inclusive design modifications
(reduced activation force, high-contrast labels,
pictographic instructions) are technically simple
and add < USD 0.50 per device in manufacturing
cost, yet they eliminate a critical safety barrier for
the most vulnerable users. Petrov and Silva (2022)
showed that regulatory pathways must
accommodate diverse user populations -- inclusive
HFE provides the evidence that satisfies this
requirement.

5.3 Limitations and Integration

Three limitations affect these findings. First, the
Al error prediction model (H4) requires
device-embedded sensors and connectivity that
not all medical devices support -- adding cost and
complexity. Second, simulation-based testing (H2),
while comprehensive, may not fully replicate the
stress, fatigue, and interruptions of real clinical
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environments -- in situ testing would provide
higher ecological validity but raises ethical and
logistical challenges. Third, the HFE
methodologies are complementary, not
alternatives: the optimal approach combines task
analysis (H1) to identify error-prone tasks,
inclusive design (H5) to ensure broad population
access, simulation testing (H2) for regulatory
evidence, eye-tracking (H3) for interface
optimisation, and AI (H4) for post-market safety --
a layered approach that maximises safety across
the device lifecycle.

6. Conclusion

6.1 Key Findings

Al-powered error prediction achieves the highest
Human Factors Safety Score (0.924) by reducing
critical use errors by 72% through real-time
detection and intervention 12.4 seconds before
error completion. Inclusive design (0.908)
achieves the highest population inclusivity (94% vs
72% baseline) by reducing auto-injector activation
force from 8.2N to 3.4N and implementing
universal design principles. All five methodologies
reduce critical errors from the 13.5% baseline to
3.5-7.1% -- demonstrating that systematic HFE is
essential for medical device safety. A layered
approach combining all five methodologies across
the device lifecycle (design, testing, deployment,
monitoring) maximises patient safety.

6.2 Future Directions

Three advances would transform medical device
HFE. First, personalised interfaces that adapt to
individual users' capabilities (font size for visual
acuity, interaction pace for cognitive speed, force
requirements for grip strength) using capability
sensing at first use. Second, augmented reality
guidance overlays that provide real-time visual
instructions during complex device procedures
(surgical instrument setup, infusion pump
programming) -- reducing reliance on memorised
steps. Third, population-scale use error analytics
from connected devices that continuously identify
emerging error patterns across thousands of
users, enabling manufacturers to deploy targeted
design updates or software patches before errors
cause harm. The HFDSF evaluation toolkit, task
analysis templates, simulation protocols,
eye-tracking analysis scripts, AI model code,
inclusive design checklists, HFSS calculator, and
methodology selection guide are available at
hfdsf-safety.org under CC BY 4.0 licence.
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Appendix A

HFE Protocol Specifications and HFSS
Calculation Methodology

This appendix provides complete specifications for
each HFE methodology, including task analysis
templates, simulation scenario scripts, eye-tracking
analysis parameters, AI model architecture, inclusive
design assessment tools, and the HFSS scoring
rubric.

Part I -- Method Specifications

la. H1: Hierarchical task analysis (15-40
tasks/device) + cognitive walkthrough (4
criteria/task) .............. 2-week analysis per device
1b. H2: Simulated environment + 15-25 users/group
+ video + think-aloud + SUS + debriefing ..............
4-week study per device

2a. H3: Tobii Pro Glasses 3 (50 Hz) + Empatica E4
(GSR 4 Hz, PPG 64 Hz) + pupillometry ..............
Added to H2 sessions

2b. H4: Random forest (500 trees), 50K interaction
logs, 12.4 s prediction window, AUC 0.88 ..............
Real-time on-device inference

3a. H5: Capability demand analysis, BS 7000-6
framework, 95th percentile capability targeting
.............. Physical + cognitive + perceptual

3b. All: IEC 62366-1 compliant, FDA 2016 guidance
aligned, IRB-approved protocols ..............
Regulatory-ready documentation

Part II -- HFSS Scoring Rubric

4a. Error Reduction: (baseline error% - achieved
error%) / baseline error% .............. Larger reduction
= higher score

4b. Efficiency: Minimum task time / observed task

time .............. 1.0 = no excess time; lower = less
efficient
5a. Satisfaction: SUS score / 100 .............. 0-1 scale,

higher = better

5b. Inclusivity: Fraction of intended population
completing all critical tasks unassisted ..............
Including elderly, impaired, low-literacy

6a. Regulatory: Fraction of FDA/IEC requirements
addressed + documentation completeness ..............
Expert-rated 0-1

6b. HFSS = 0.30*ErrorRed + 0.15*Efficiency +
0.15*Satisfaction + 0.25*Inclusivity +
0.15*Regulatory
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