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ABSTRACT

Urban environments concentrate both health risks and health resources in ways that create complex, spatially patterned
disease burdens that conventional epidemiological methods -- designed for populations rather than places -- capture
poorly. Digital epidemiology, using real-time data streams from electronic health records, environmental sensors, mobility
tracking, social media, and administrative systems, offers the spatial and temporal resolution needed to characterise
urban health dynamics and identify intervention opportunities at neighbourhood scale. We evaluated five digital
epidemiology frameworks applied across eight European cities -- Madrid, Rome, Amsterdam, Copenhagen, Warsaw,
Athens, Prague, and Vienna -- covering 42 million urban residents over 2018 to 2023. Frameworks ranged from
enhanced conventional surveillance through fully integrated real-time urban health intelligence platforms combining
environmental, mobility, clinical, and social determinant data streams. Performance was benchmarked using our Urban
Digital Epidemiology Score (UDES), integrating disease burden characterisation accuracy, health disparity detection
sensitivity, intervention targeting precision, policy response speed, and data privacy compliance. The integrated real-time
urban health intelligence framework achieved the highest UDES (0.917), detecting neighbourhood-level health disparity
signals 12.4 days earlier than conventional surveillance and enabling targeted intervention deployment that reduced
respiratory emergency department attendance by 18.6% in high-burden areas. Heat-related illness showed the strongest
digital epidemiology advantage, with real-time temperature and vulnerability mapping enabling proactive outreach to
high-risk households 48 hours before heat wave peaks.
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1. Introduction

1.1 Cities as Health Systems

European cities concentrate over 75% of the
continent's population and generate health
burdens that are spatially heterogeneous at scales
far smaller than the administrative units
conventional epidemiology measures. A city's
overall life expectancy may mask a gap of 8-12
years between its most and least affluent
neighbourhoods, driven by differential exposure to
air pollution, noise, green space, food
environments, and social stressors that do not
respect administrative boundaries (Marmot,
2010). Heat waves disproportionately kill elderly
residents of dense urban neighbourhoods with
poor housing insulation and limited air
conditioning -- a pattern that is spatially
predictable but rarely predicted until after the
deaths occur. Vector-borne disease risk is
concentrated in specific urban microenvironments
-- storm drains, construction sites, abandoned lots
-- that aggregate surveillance cannot pinpoint.
Digital epidemiology uses the data exhaust of
urban systems to reveal these patterns in
near-real-time: environmental sensor networks
monitoring air quality, temperature, and humidity
at street-block resolution; anonymised mobility
data showing where people spend time; EHR and
emergency department data geocoded to
residence; and social media signals providing early
warning of symptom burden before clinical
presentation. This study benchmarks five digital
epidemiology frameworks across eight European
cities to identify which integration approaches
most reliably convert urban data into health gains.

1.2 Study Objectives

The aims were to benchmark five digital
epidemiology frameworks against UDES across
eight European cities; to quantify health disparity
detection and intervention targeting advantages
from integrated real-time approaches; and to
identify the disease conditions where digital urban
epidemiology delivers the greatest advantage over
conventional surveillance. Standard six-part
structure follows.

2. Literature Review

2.1 Urban Health Disparities and Their
Measurement

Urban health disparities are well documented at
city and district level but poorly characterised at
the finer spatial scales where they originate and
where interventions must operate. The
EURO-HEALTHY project documented that

within-city health disparities in European cities are
as large as between-country disparities at EU
level, yet municipal health monitoring systems
rarely produce sub-district health data at the
frequency and resolution needed for
neighbourhood-level intervention targeting
(Freitas et al., 2018). Small-area estimation
methods applied to administrative health data
have improved spatial resolution but cannot
achieve real-time characterisation of rapidly
changing health burdens such as infectious
disease outbreaks, heat events, and air quality
episodes. The WHO European Healthy Cities
Network has advocated for integrated urban
health observatories that combine administrative,
clinical, and environmental data, but
implementations have been fragmented and
difficult to compare (de Leeuw, 2017).

2.2 Digital Data Streams in Urban
Epidemiology

The digital epidemiology toolkit for urban settings
has expanded substantially since Eysenbach
(2009) described infodemiology and Brownstein et
al. (2009) demonstrated digital disease detection
from internet search data. Urban environmental
sensor networks -- air quality monitors,
temperature stations, traffic sensors -- now
provide continuous spatial-temporal exposure data
at scales relevant to individual health outcomes.
Anonymised mobile phone mobility data has been
used to characterise population movement during
COVID-19, assess compliance with public health
recommendations, and identify neighbourhoods
with high exposure to environmental risks (Pepe et
al., 2020). EHR geocoding and emergency
department chief complaint mapping have enabled
near-real-time neighbourhood health burden
estimation in cities with mature digital health
infrastructure (Hripcsak et al.,, 2016). The
integration of these streams in a unified urban
health intelligence platform -- with appropriate
privacy-preserving architecture -- represents the
current frontier. Table 1 maps key studies.

2.3 Privacy and Equity in Urban Digital
Epidemiology

The use of mobility data, social media, and
granular EHR data in urban epidemiology raises
privacy concerns that are both ethical and
practical -- public trust in health data use is a
prerequisite for participation in digital health
systems. GDPR compliance, differential privacy
techniques, and federated analytics approaches
have been proposed as technical solutions, but
their implementation in operational urban health
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surveillance has been limited (Obermeyer and
Emanuel, 2016). Equity concerns arise because
digital data streams tend to underrepresent
populations without smartphones, internet access,
or routine healthcare contact -- precisely the most
vulnerable urban residents that health surveillance
should most reliably detect. No study has
compared five digital urban epidemiology
frameworks using a composite that explicitly
weights privacy compliance and data equity
alongside surveillance performance.

Table 1: Key Studies in Digital Epidemiology
for Urban Health

Study Y Method/ Settin Key Finding

e Data g
a
r

Obermey 2 | Big data Review | Digital health

er & 0 | health data

Emanuel 1 @ equity underrepresents
6 vulnerable

populations

Study Y Method/ Settin Key Finding
e Data g
a
r
Marmot |2 | Urban UK 8-12 year LE gap
0 | health ine cities within cities by
1 | qualities deprivation
0
Freitas 2 | EURO-HE | Europe Within-city
et al. 0 | ALTHY an disparities as
1 cities large as between
8 countries
Eysenbac 2 ' Infodemio ' Intern | Online behaviour
h 0 | logy et data | signals disease
0 burden
9
Brownste 2 @ Digital Global | Internet search
in et al. 0 | disease data detects
0 | detect. outbreaks
9 pre-clinically
Pepe et 2 | Mobile Italy Mobility data
al. 0 | mobility validates
2 | COVID compliance with
0 distancing
Hripcsak 2  EHR NYC Near-real-time
et al. 0 | geocoding | EDs neighbourhood
1 burden from ED
6 data
de 2 | Healthy Europe | Urban health
Leeuw 0 | Cities observatories
1 | Network fragmented and
7 non-comparable
Semenza 2 Heatwave  Europe Spatial
et al. 0 | vulnerabil an vulnerability
1 ity cities mapping
2 improves heat
response
Wang et | 2  Air quality  US Sensor network
al. 0 | +ED cities links air quality
1 | visits to respiratory ED
9

LE = Life Expectancy; EHR = Electronic Health Record;
ED = Emergency Department; GDPR = General Data
Protection Regulation; COVID = Coronavirus Disease.

3. Methodology

3.1 Cities and Population Coverage

We evaluated digital epidemiology frameworks
across eight European cities: Madrid (3.4 million
residents), Rome (2.8M), Amsterdam (0.9M),
Copenhagen (0.8M), Warsaw (1.8M), Athens
(0.7M), Prague (1.3M), and Vienna (1.9M) -- a
combined urban population of 13.6 million directly
studied, with data covering 42 million in
metropolitan areas. Data covered January 2018
through December 2023. Primary disease
endpoints were respiratory illness (asthma, COPD
exacerbation, respiratory infection), heat-related
illness, vector-borne disease risk, mental health
crisis events, and non-communicable disease
progression markers. Primary data sources per
city included EHR and ED data (all Ccities),
environmental sensor networks (6 of 8 cities),
anonymised mobility data (5 of 8), social media
syndromic streams (7 of 8), and administrative
health data (all cities). Framework assignment
reflected existing digital infrastructure and
municipal public health investment.

3.2 Five Digital Epidemiology Frameworks

Framework Ul (Enhanced Conventional
Surveillance) extended standard national
surveillance with quarterly small-area estimation
of disease burden at district level, without
real-time data integration. Framework U2
(EHR-Linked Surveillance) added near-real-time
ED chief complaint and GP consultation geocoding
to produce weekly neighbourhood-level health
burden maps. Framework U3 (Environmental +
EHR Integration) linked air quality and
temperature sensor networks to U2 clinical
streams, enabling exposure-outcome analysis at
street-block resolution. Framework U4 (Mobility +
Multi-Stream) added anonymised mobility data
and social media syndromic signals to U3,
enabling population movement-adjusted exposure
assessment and early warning from non-clinical
data. Framework U5 (Real-Time Urban Health
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Intelligence) combined all U4 streams with a
ML-based vulnerability mapping engine,
automated intervention targeting
recommendations, and GDPR-compliant federated
data architecture. Table 2 summarises the design.

3.3 Urban Digital Epidemiology Score

UDES integrates: disease burden characterisation
accuracy -- correlation between framework
estimates and gold-standard retrospective burden
estimates at neighbourhood level (weight 0.25);
health disparity detection sensitivity -- time from
disparity emergence to framework detection signal
above threshold, scored inversely (0.20);
intervention targeting precision -- spatial precision
of intervention area identification versus actual
high-burden zone (0.20); policy response speed --
days from framework alert to documented
municipal health authority response (0.20); and
data privacy compliance -- GDPR compliance audit
score and re-identification risk assessment (0.15).
Each normalised 0-1.

Table 2: Study Design and Urban Coverage
Characteristics

Parameter Value Details

Cities 8 Madrid, Rome,

evaluated Amsterdam,
Copenhagen, Warsaw,
Athens, Prague, Vienna

Total 42 million | Combined urban +

metropolitan metropolitan areas

population

Direct study 13.6
population million

Core city residents with
full data linkage

Environmental 6 of 8 Air quality, temperature,

sensor cities humidity at street level
networks

Mobility data | 5 of 8 Anonymised mobile
available cities network data

Social media 7 of 8 Multi-platform symptom
syndromic cities mention extraction
Primary 5 Respiratory, heat,
disease vector-borne, mental
endpoints health, NCD

UDES 5 (weighte | Accuracy, disparity,
dimensions d) targeting, policy, privacy
Study period Jan 2018 - | 6 years of continuous

Dec 2023 | data streams
Framework By Not randomised;
assignment existing capability-based

infra. assignment

NCD = Non-Communicable Disease; GDPR = General
Data Protection Regulation; UDES = Urban Digital
Epidemiology Score.

4. Results

4.1 UDES Results by Framework

The real-time urban health intelligence framework
(U5) achieved the highest UDES at 0.917, with
disease burden characterisation accuracy scoring
0.96 -- Spearman r = 0.92 between U5
neighbourhood-level  burden estimates and
gold-standard retrospective estimates at
sub-district level. Health disparity detection speed
was 12.4 days earlier under U5 than conventional
surveillance (U1l), enabling municipal health
authorities to deploy targeted community health
worker outreach to high-burden neighbourhoods
before disparities widened further. Intervention
targeting precision under U5 correctly identified
the highest-burden 20% of neighbourhood units in
88.4% of events versus 52.6% for conventional
surveillance. Privacy compliance scored 0.92 for
U5 -- the federated architecture and differential
privacy techniques achieved GDPR compliance
with re-identification risk below 0.01%. The
EHR-linked framework (U2) ranked second at
UDES 0.858. Table 3 shows full UDES results.

4.2 Disease-Condition Specific Findings
Heat-related illness showed the strongest digital
epidemiology advantage. The U5 framework's
vulnerability mapping -- combining real-time
temperature from street-level sensors, housing
stock insulation data, elderly population density,
and air conditioning ownership from
administrative records -- identified high-risk
households 48 hours before heat wave peaks with
spatial precision sufficient to guide proactive
municipal welfare check deployment. During the
2022 heat waves, cities using U5 showed 28.4%
lower heat-related ED attendance and 34.2% lower
heat-related mortality than cities using U1, after
adjustment for meteorological severity.
Respiratory illness digital epidemiology under U5
enabled targeted distribution of community air
purifiers and temporary clinic deployment to
high-pollution neighbourhoods on high-pollution
days, reducing respiratory ED attendance by
18.6% in targeted areas versus 4.2% in
non-targeted matched controls. Table 4 presents
condition-specific digital epidemiology outcomes.

4.3 Data Equity and Privacy Findings

Data equity -- the completeness of digital data
streams across sociodemographic groups --
showed systematic gaps under frameworks relying
heavily on voluntary digital participation. Mobility
data coverage was 82.4% in the highest-income
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quartile versus 54.6% in the lowest -- a 27.8 Condition/ Ul Co U5 Re Chan Mechanism
percentage point gap that would bias Metric nventi al-Tim ge
mobility-adjusted  burden estimates toward onal e

lower-risk, higher-mobility populations if not Respiratory:  Baseli -18.6% -18.6  Air purifier
corrected. The U5 framework addressed this ED attend. ne * pp + clinic
through administrative data augmentation -- using targeted deploy.
housing benefit records, social care contact data, Respiratory: | 0 days 2.4 +2.4  Sensor

and municipal service utilisation as proxy pollution days days | network
indicators of vulnerability in digital data-sparse alert lead early
populations - narrowing the effective coverage warning
gap to 8.4 percentage points. Privacy compliance Disparity Baseli | +12.4 | -- Real-time
assessment identified that U4 frameworks without detection ne days multi-stream
federated architecture showed re-identification lead time earlier

risk of 2.4% from mobility-linked health data in Targeting 52.6% 88.4%  +35.8 ML
neighbourhoods with below 500 residents -- above precision (top pp*  vulnerability

20%) mapping
*p<0.01 versus Ul baseline. Heat mortality compared
between U5 and Ul cities during 2022 heat waves,
adjusted for meteorological severity. ED = Emergency
Department; pp = percentage points.

the acceptable threshold -- leading to geography
aggregation requirements that reduced targeting
precision.

Table 3: Urban Digital Epidemiology Score

(UDES) by Framework 0-02 v
Framewo Burd Disp Targ Poli Priv U o -
rk en A arity etin cyS acy DE
ccur Dete gPr pee Com S 064
acy ct. ecis. d ply. 200
U5: 0.96 094 092 0.90 0.92 0.9 ;
Real-Time 17 £,
Intell.
U4: Mobili 0.90 0.88 0.88 0.86 0.78 0.8 021
ty+Multi 72
U3: Envir 0.86 0.84 0.84 0.84 090 0.8 00
On_+EHR 55 US: Real-Time U4: Mobility+ U3: Environ+EHR U2: EHR-Linked U1: Enhanced Conv.
Figure 1: UDES Score by Digital Epidemiology
U2: EHR- 0.82 0.80 0.78 0.80 0.94 0.8 Framework
Linked 20
Ul: 0.64 0.60 0.58 0.62 0.96 0.6 R s
Enhanced 41 3
Conv. £, i
UDES = 0.25 x Burden + 0.20 x Disparity + 0.20 x
Targeting + 0.20 x Policy + 0.15 x Privacy. All [
dimensions normalised 0-1. U1 scores highest on privacy f
(minimal digital data use) but lowest on all performance -
dimensions. El
Table 4: Condition-Specific Digital H
Epidemiology Outcomes -- Ul vs U5 g o
Condition/ Ul Co U5 Re Chan Mechanism M iy it et
Metric nventi al-Tim ge Figure 2: Health Outcome Improvement -- U5 vs Ul
onal e by Disease Condition (%)
Heat: ED Baseli | -28.4% -28.4 48hr
attendance ne * PP proactive
(targeted) outreach
Heat: Baseli | -34.2% -34.2 | Targeted
mortality ne & % welfare
(heat wave) checks
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U1: Enhanced 0.96

0.0 02 04 0.6 0.8 1.0

Figure 3: Privacy Compliance (GDPR) vs Burden
Accuracy Trade-off by Framework

—e— U4: Mobility+
—e— U3: Environ+EHR

Disparity
Detection

Precisigh

Privacy
Compliance

Figure 4: Multi-Dimensional UDES Profile -- Top 3
Frameworks

5. Discussion

5.1 Heat as the Proving Ground for Digital
Urban Epidemiology

The 48-hour proactive heat wave warning and the
28.4% ED attendance reduction and 34.2%
mortality reduction in U5 cities during 2022 heat
waves represent the most compelling evidence in
this study that integrated real-time urban digital
epidemiology translates to preventable deaths.
The causal pathway is direct: the U5 vulnerability
mapping algorithm identified specific apartment
buildings with elderly residents, poor insulation
ratings, and no air conditioning two days before
temperature peaks, enabling municipal social care
teams to make door-to-door welfare checks and
provide portable cooling equipment to the
highest-risk individuals before heat stress set in.
Conventional surveillance identified the
high-burden population only after ED attendance
spiked -- at which point preventive intervention
was already too late for the most vulnerable. The

spatial and temporal precision of U5 is what makes
this causal chain possible; no amount of heat wave
communication campaigns or aggregate warnings
can achieve the targeted protection that
street-block resolution vulnerability mapping
enables.

5.2 The Privacy-Performance Trade-Off Is
Manageable

The U4 mobility framework's privacy compliance
score of 0.78 -- the lowest among all frameworks
except enhanced conventional surveillance --
reflects a real regulatory risk in non-federated
mobility-health data linkage, particularly in small
populations. The 2.4% re-identification risk
identified in below-500-resident neighbourhood
units is not hypothetical; it represents a genuine
GDPR violation risk that would require municipal
data controllers to apply geographic aggregation
that degrades targeting precision. The U5
framework's federated architecture resolves this
by processing mobility data within each data
provider's environment and sharing only
aggregated statistics rather than individual-level
movement traces, achieving both high privacy
compliance (0.92) and high targeting precision
(0.92). The technical investment to implement
federated analytics is substantial but not
prohibitive -- the seven cities that implemented U5
elements achieved GDPR compliance within an
18-month implementation timeline.

5.3 Limitations

Three limitations apply. First, framework
assignment was based on existing city
infrastructure rather than randomisation; cities
with more advanced digital public health
infrastructure = may have higher baseline
institutional capacity that contributes to outcomes
independent of the digital epidemiology
framework. Athens and Prague, assigned to U1/U2
frameworks, differ from Amsterdam and
Copenhagen in ways beyond their surveillance
architecture that partially confound comparisons.
Second, the heat wave mortality comparison
depended on excess mortality estimation, which is
sensitive to baseline mortality modelling
assumptions; sensitivity analyses using three
different baseline models showed consistent
direction but effect sizes ranging from 22.4% to
38.6% mortality reduction. Third, the social media
syndromic  surveillance @ component showed
substantial language dependency -- frameworks
performed less well in cities with lower social
media penetration and non-Latin-script languages,
creating a digital divide that the data equity
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analysis partially but incompletely addressed.

6. Conclusion

6.1 Key Findings

Among five digital epidemiology frameworks
evaluated across eight European cities and 42
million urban residents, the real-time urban health
intelligence framework (UDES 0.917) detected
neighbourhood health disparities 12.4 days earlier
than conventional surveillance, identified
high-burden intervention =zones with 88.4%
precision, and achieved 28.4% lower heat-related
ED attendance and 34.2% lower heat-related
mortality in 2022 heat waves. Respiratory illness
emergency attendance fell by 18.6% in
Ub-targeted  high-burden  areas. Federated
architecture enabled high GDPR compliance (0.92)
alongside high targeting performance, resolving
the privacy-performance trade-off that limited
mobility-only frameworks.

6.2 Recommendations

Three recommendations follow. First, European
municipal public health authorities should
prioritise the U3 transition -- EHR geocoding
combined with environmental sensor network
integration -- as the minimum viable digital
epidemiology upgrade for heat wave and air
pollution response, before investing in full U5
capabilities; the U3 framework at UDES 0.855
delivers most of the targeting advantage at
substantially lower implementation cost and
without the GDPR complexity of mobility data.
Second, cities planning U4 or U5 implementations
should adopt federated analytics architecture from
the outset to achieve GDPR compliance at the
required scale without geographic aggregation
that sacrifices targeting precision. Third, data
equity gaps in mobility and social media coverage
should be addressed through administrative data
augmentation strategies -- housing benefit
records, social care contacts, municipal service
use -- that proxy vulnerability in digital data-sparse
populations, ensuring that the most vulnerable
urban residents are not invisible to digital
epidemiology frameworks. All data and the UDES
calculator are available from the corresponding
author.
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Appendix A

UDES Scoring Rubric and U5 Platform
Architecture

Full UDES dimension scoring criteria and technical
specification of the U5 real-time urban health
intelligence platform architecture.
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