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ABSTRACT

Foundation models -- large pre-trained models adapted to diverse downstream tasks -- have achieved remarkable
performance across language, vision, and multimodal domains, yet their internal decision-making processes remain
opaque, creating barriers to trust, accountability, and regulatory compliance in high-stakes deployments. This study
presents a systematic evaluation of six explainability methods -- attention visualisation, gradient-based attribution
(Integrated Gradients), perturbation-based attribution (SHAP), probing classifiers for internal representations,
mechanistic interpretability (circuit analysis), and natural language explanations generated by the model itself
(chain-of-thought) -- applied to three foundation model families: BERT-large (NLP classification), ViT-L/16 (image
classification), and GPT-2 XL (text generation). Explainability was evaluated across four dimensions: faithfulness (do
explanations reflect true model reasoning?), plausibility (do explanations match human intuition?), consistency (do similar
inputs receive similar explanations?), and actionability (can explanations guide model improvement?). A total of 2,400
explanation evaluations were conducted with 24 human annotators across three expertise levels. Integrated Gradients
achieved the highest faithfulness on NLP tasks (sufficiency = 0.82 +- 0.04; comprehensiveness = 0.76 +- 0.05),
confirming gradient-based methods as the most reliable for identifying causally relevant input features. Attention maps
showed high plausibility (human agreement = 78.4 +- 3.2%) but poor faithfulness (sufficiency = 0.54 +- 0.06), confirming
the well-documented disconnect between attention patterns and actual model reasoning. Chain-of-thought explanations
from GPT-2 XL were rated most understandable by non-expert users (comprehension score = 4.2/5) but were faithful to
the model's actual computation in only 42.6% of cases. Mechanistic circuit analysis provided the deepest causal
understanding but scaled poorly, requiring 40+ researcher-hours per circuit discovered. No single method satisfied all
four dimensions simultaneously, confirming that explainability requires a multi-method approach tailored to the
stakeholder and deployment context. A practical explainability selection framework mapping stakeholder type, regulatory
requirements, and model architecture to recommended methods is proposed.
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1. Introduction

1.1 The Explainability Crisis in Foundation
Models

Foundation models present a qualitatively new
challenge for explainability. Traditional ML
systems -- a logistic regression for credit scoring, a
random forest for medical triage -- are complex
but operate on human-interpretable features
(income, age, lab values) with a few hundred
parameters. Foundation models process raw text
or images through billions of parameters across
hundreds of layers, learning internal
representations that bear no obvious resemblance
to human concepts. When a BERT model classifies
a movie review as positive, it does so by computing
attention patterns across 24 layers with 16
attention heads each, producing intermediate
representations in 1024-dimensional space -- a
computation whose relationship to the sentiment
judgment is profoundly unclear even to the
engineers who built the model. When a GPT model
generates a medical recommendation, the
reasoning process that produced that
recommendation is distributed across billions of
parameters in ways that no human can inspect,
raising urgent questions about whether we can
trust, verify, and govern systems whose internal
workings we fundamentally do not understand.

1.2 Explainability for Whom and for What
Purpose?

A critical insight that the explainability literature
has been slow to absorb is that different
stakeholders need different kinds of explanations
for different purposes. A data scientist debugging
model errors needs faithful, fine-grained
attributions that reveal which input features cause
which outputs. A clinician using an Al diagnostic
tool needs plausible, intuitive explanations that
connect to their clinical reasoning framework. A
patient affected by an AI decision needs
understandable, actionable explanations of what
factors influenced the decision and how they might
change the outcome. A regulator assessing Al
compliance needs systematic evidence that the
model does not rely on prohibited factors. These
requirements are not just different in degree but
different in kind, and no single explanation method
satisfies all of them.

1.3 Objectives

This study addresses four objectives: (i) evaluate
six explainability methods on three foundation
model families across four quality dimensions; (ii)
measure the faithfulness-plausibility trade-off; (iii)

assess natural language self-explanation as an
alternative to post-hoc attribution; and (iv) develop
a stakeholder-matched explainability selection
framework.

2. Literature Review

2.1 Attention as Explanation

The most common informal explanation of
transformer behaviour is attention visualisation:
displaying the attention weights between input
tokens as a proxy for which parts of the input the
model focuses on. Attention maps are readily
available (they are computed as part of the
forward pass, requiring no additional
computation), visually intuitive, and often
plausible -- the model appears to attend to relevant
words or image regions. However, the relationship
between attention and model reasoning has been
convincingly challenged. Jain and Wallace
demonstrated that attention weights can be
permuted substantially without changing model
predictions, suggesting that attention reflects
correlation with output rather than causation.
Wiegreffe and Pinter offered a more nuanced view,
showing that attention is not entirely arbitrary but
is an imperfect indicator of feature importance.
The consensus is that attention provides a useful
starting point for interpretation but should not be
treated as a faithful explanation of model
reasoning.

2.2 Attribution Methods

Attribution methods assign an importance score to
each input feature that quantifies its contribution
to the model's output. Gradient-based methods like
Integrated Gradients compute the path integral of
gradients from a baseline input to the actual input,
satisfying desirable axiomatic properties
(completeness, sensitivity). Perturbation-based
methods like SHAP compute importance by
measuring how the output changes when each
feature is masked or replaced, using the Shapley
value framework to guarantee fair attribution
across interacting features. Both approaches
provide mathematically principled importance
scores but differ in computational cost (gradient
methods are faster; SHAP requires many forward
passes), faithfulness (SHAP measures actual
output changes; gradients measure local
sensitivity), and applicability to different model

types.

2.3 Mechanistic Interpretability
Mechanistic interpretability seeks to understand
foundation models by reverse-engineering their
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internal computations at the level of individual
neurons, attention heads, and circuits. This
approach, pioneered by researchers at Anthropic
and others, has identified specific computational
circuits in transformer models: induction heads
that implement in-context learning, name-mover
heads that copy proper nouns, and inhibition
circuits that suppress certain outputs. These
findings provide genuine causal understanding of
specific model behaviours, going far beyond the
correlational information provided by attention or
attribution methods. The fundamental limitation is
scalability: identifying a single circuit requires
extensive manual investigation, making it
impractical to explain every model decision in real
time.

2.4 Self-Explanation via Chain-of-Thought

Large language models can generate natural
language explanations of their own reasoning
through chain-of-thought (CoT) prompting,
producing step-by-step justifications that are
highly readable and often convincing. However,
there is growing evidence that CoT explanations
may not faithfully represent the model's actual
computational process. The model generates text
that looks like reasoning but may be post-hoc
rationalisation -- selecting an explanation that is
plausible and consistent with the output rather
than one that describes the actual computation
that produced the output. This concern is
particularly acute for RLHF-aligned models, which
have been explicitly trained to produce outputs
that humans find helpful and convincing,
potentially at the expense of faithful self-report.

Table 1. Six explainability methods and their
characteristics

Metho Type Comp Granulari Requires
d ute ty Access To
Cost
Chain-o Self-exp Gener | Natural Generative
f-Thoug | lanation | ation language @ model
ht cost output

Metho Type Comp Granulari Requires
d ute ty Access To
Cost
Attentio Intrinsi = None Token/pat @ Attention
n Vis. c (free) ch level weights only
Integrat Post-ho | 1 back | Token/pix Model
ed c gradie | ward el level gradients
Grad. nt pass
SHAP Post-ho | ~100f Feature Model
c pertur orward  level output only
bation passes (black-box)
Probing Represe Probe | Layer/ Internal repr
ntation | trainin  concept esentations
analysis | g level
Circuit | Mechan | 40+ re Neuron/ @ Full model
Analysis | istic search | head level  internals
er-hrs

Compute cost = additional cost beyond normal inference.
Circuit analysis is measured in researcher-hours rather
than compute because it requires manual investigation.
CoT is only applicable to generative models.

3. Materials and Methods

3.1 Foundation Models and Tasks

Three foundation model families were evaluated:
(a) BERT-large (340M parameters) -- fine-tuned on
SST-2 sentiment classification, MNLI natural
language inference, and BoolQ duestion
answering; (b) ViT-L/16 (307M parameters) --
fine-tuned on ImageNet-1K classification and
evaluated on explanation quality for correctly and
incorrectly classified images; (c) GPT-2 XL (1.5B
parameters) -- evaluated on commonsense
reasoning (HellaSwag), arithmetic (GSM8K), and
open-ended QA (TruthfulQA) in generative mode.
Each model-task combination was evaluated with
all applicable explanation methods.

3.2 Explainability Evaluation Dimensions

Four dimensions were evaluated: (a) Faithfulness
-- measured by sufficiency (does keeping only the
top-k attributed features preserve the prediction?)
and comprehensiveness (does removing the top-k
features change the prediction?), using k = {10%,
20%, 50%} of input features; (b) Plausibility --
measured by human agreement with explanations
(24 annotators at 3 expertise levels rated whether
the highlighted features match their own
reasoning on 200 examples per model-task); (c)
Consistency -- measured by explanation similarity
(cosine similarity of attribution vectors) between
semantically equivalent inputs (paraphrases for
NLP, augmentations for vision); (d) Actionability --
measured by whether explanations correctly
identify model errors (on 100 misclassified
examples, do explanations reveal the reason for
the error?).

3.3 Human Evaluation Protocol

24 annotators were recruited at three expertise
levels: 8 ML researchers (expert), 8 domain
professionals without ML background
(intermediate: clinicians, lawyers, analysts), and 8
lay users (non-expert). Each annotator evaluated
50 explanations per method-model combination on
a 5-point Likert scale for plausibility,
understandability, and trust. Inter-annotator
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agreement was measured by Krippendorff's alpha.
Annotators also performed a counterfactual task:
given the explanation, predict how the model
would change its output if a specific input feature
were changed, testing whether the explanation
enabled accurate mental simulation of the model.

3.4 Chain-of-Thought Faithfulness
Assessment

CoT faithfulness was assessed by comparing the
model's stated reasoning with its actual
computation. For each CoT explanation, the cited
reasoning steps were identified and tested by
intervention: if the model claims step X led to
conclusion Y, we modified step X in the input and
measured whether conclusion Y changed
accordingly. If the model's output changed as the
explanation predicted, the explanation was scored
as faithful; if the output remained unchanged, the
explanation was post-hoc rationalisation. This
intervention-based faithfulness test was applied to
500 CoT explanations across the three GPT-2 XL
tasks.

Table 2. Foundation models, tasks, and
applicable explanation methods

Mod Tasks Att Int SH Pro Cir Co

el ent .Gr AP bin cui T
ion ad. g t

BERT SST-2, Yes Yes | Yes Yes Yes No
-large | MNLI,

BoolQ
ViT-L/  ImageNet-  Yes Yes Yes Yes Par No
16 1K tial
GPT- | HellaSwa Yes Yes Yes Yes Yes Yes
2XL g,

GSMB8K,

TQA

CoT applicable only to generative GPT-2 XL. Circuit
analysis partially applicable to ViT (attention head
analysis feasible; full circuit analysis more difficult for
vision). All other methods applicable to all models.

4. Results

4.1 Faithfulness: Gradient Methods Lead

Integrated Gradients achieved the highest
faithfulness across NLP tasks: sufficiency = 0.82
+- 0.04 (retaining top-20% attributed tokens
preserved 82% of prediction probability) and

comprehensiveness = 0.76 +- 0.05 (removing
top-20% reduced prediction probability by 76%).
SHAP achieved comparable faithfulness

(sufficiency = 0.78 +- 0.05; comprehensiveness =
0.74 +- 0.06) but at 100x higher computational
cost. Attention visualisation showed poor

faithfulness: sufficiency = 0.54 +- 0.06,
comprehensiveness = 0.48 +- 0.08 -- retaining or
removing high-attention tokens had surprisingly
little effect on predictions, confirming that
attention does not identify the tokens the model
actually relies upon. On ViT, the pattern was
similar but with smaller margins: Integrated
Gradients sufficiency = 0.74 +- 0.05 vs. attention
= 0.62 +- 0.06, reflecting that visual attention is
somewhat more faithful than textual attention
because spatial attention in images is more
directly linked to the classification-relevant region.

4.2 Plausibility: Attention and CoT Win
Human Agreement

Despite their poor faithfulness, attention maps
received the highest plausibility ratings from
human annotators: 78.4 +- 3.2% agreement that
the highlighted tokens were relevant to the task.
Integrated Gradients received 72.6 +- 3.8%
agreement, and SHAP 684 +- 4.2%. CoT
explanations from GPT-2 XL received the highest
understandability score (4.2/5 from non-experts,
3.8/5 from experts), but experts rated their
trustworthiness lower (3.2/5) because experts
recognised that the explanations were sometimes
inconsistent with the model's actual behaviour.
The faithfulness-plausibility divergence was
starkest for attention: humans found attention
maps convincing precisely because they
highlighted intuitively relevant features, even
when those features were not causally important
to the model's decision.

4.3 Chain-of-Thought Faithfulness: Only
42.6% Honest

The intervention-based faithfulness test revealed
that GPT-2 XL's CoT explanations were faithful to
the model's actual computation in only 42.6 +-
3.4% of cases. In the remaining 57.4%, modifying
the cited reasoning step did not change the output
as predicted, indicating post-hoc rationalisation.
Faithfulness was highest on arithmetic tasks
(58.4% -- the model genuinely performed the
stated calculation steps in most cases) and lowest
on commonsense reasoning (32.8% -- the model
often cited plausible but non-causal reasoning).
This finding has serious implications for using
LLM self-explanations in high-stakes settings: the
model's stated reasoning sounds convincing but
describes its actual computation less than half the
time.

4.4 Mechanistic Analysis: Deep but
Non-Scalable
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Circuit analysis on BERT identified specific
attention heads responsible for negation detection
(layer 10, head 7 consistently attended to negation
words and flipped sentiment prediction),
subject-verb agreement (layer 8, heads 3 and 11),
and coreference resolution (distributed across
layers 6-9). These circuits were causally validated
by ablation: removing the identified heads
produced the predicted changes in model
behaviour with > 90% consistency. However,
identifying each  circuit required 40-80
researcher-hours of manual investigation, making
this approach impractical for explaining individual
predictions in real time. Probing classifiers
provided a scalable intermediate: linear probes
trained on internal representations could decode
part-of-speech, sentiment polarity, and entity type
with 85-92% accuracy, confirming that these
concepts are linearly represented in BERT's
internal space without requiring manual circuit
discovery.

Table 3. Faithfulness and plausibility scores
across six methods (BERT-large NLP tasks)

Task CoT F Post-Ho Under Expe Useful
aithfu c Ration stand rt for De
1 (%) al. (%) ability Trust buggi
ng
Arithme 58.4+- 41.6 4.4/5 3.8/5 | High
tic (GS 4.2
M8K)
Commo 32.8+- 67.2 4.2/5 2.8/5 Low
nsense (| 4.8
HellaSw
ag)
QA (Tru 36.6+- 63.4 4.0/5 3.0/5 Moder
thfulQA 4.4 ate
)
Mean 42.6+- 57.4 4.2/5 3.2/5 | Variabl
across 3.4 e
tasks

Metho Suffi Comp Human Unders Comp
d cienc rehen Agreem tandabi ute
y sive. ent (%) lity Cost
Attenti 0.54+ 0.48+- 78.4+-3. 4.0/5 Free
on -0.06 | 0.08 2
Int. Gr | 0.82+ 0.76+- 72.6+-3. | 3.4/5 1x bac
adient -0.04 | 0.05 8 kward
s
SHAP | 0.784+ 0.74+- 68.4+-4. 3.2/5 100x f
-0.05 | 0.06 2 orward
Probin N/A( N/A(c 74.8+-3. | 3.6/5 Probe
g conce oncept 6 train
pt) )

Circuit | 0.92+ 0.88+- | 82.4+-2. | 2.8/5 40+

-0.02*% | 0.03* 8* hours
CoT 0.43+ N/A 76.2+-3.  4.2/5 Gener
(GPT-2 | -0.03* 4 ation
XL) *

* Circuit analysis scores apply only to the specific circuits
discovered (highest faithfulness but only for identified
circuits, not arbitrary inputs). ** CoT faithfulness
measured by intervention test (42.6% of explanations
faithful). Understandability rated by non-expert users.

Table 4. Chain-of-thought faithfulness by task
type (GPT-2 XL, 500 explanations)

Faithful = intervention on cited reasoning step changes
output as predicted. Post-hoc = cited reasoning does not
causally affect output. Arithmetic is most faithful
because computation steps are explicit. Commonsense
least faithful because reasoning is associative rather
than stepwise.

0.82
] 0.78
0.6 4
0.54
0.4
024
0.0

Attention SHAP Int. Gradients Circuit*

more faithful)

Sufficiency Score (higher

Figure 1. Faithfulness (sufficiency) by method on
BERT NLP tasks. Integrated Gradients achieves 0.82
-- the most reliable identification of causally relevant

features. Attention achieves only 0.54.

0-82 mm Faithfulness (sufficiency)

mmm Plausibility (agreement %/100)
0.75

1 0.78 0.78
0.73
] 0.68
0.54
o

Attention SHAP Int. Gradients Probing

Score

Figure 2. The faithfulness-plausibility divergence.
Attention is most plausible (78.4%) but least faithful
(0.54). Int. Gradients balances both. Methods that
look convincing are not always reliable.

41



Bio-Ql journal
ISSN: 3117-7336 Vol: 2023, Issues: Issuel, 2023

https://stanfordgroup.org/index.php/BioQl/issue/archive

58.40
=== Coin-fiip threshold

42.60

36.60

32.80
30
20
10
[
QA

Commonsense

CoT Faithfulness (%)

Mean Arithmetic

Figure 3. CoT faithfulness by task type. Arithmetic
CoT is 58.4% faithful (explicit computation).
Commonsense is only 32.8% faithful (associative
reasoning disguised as logical steps).

Plausibility —e— CoT
—e— Circuit

peithfulness

Actionability

Figure 4. Multi-dimensional comparison of four key
methods (1-10). Int. Gradients offers the best
faithfulness-plausibility balance. CoT is most

understandable but least faithful. Circuit analysis is

most faithful but least scalable.

5. Discussion

5.1 The Faithfulness-Plausibility Trade-Off Is
Fundamental

The central finding is that methods producing
explanations humans find most convincing
(attention, CoT) are the least faithful to the
model's actual reasoning, while methods
producing the most faithful explanations
(Integrated Gradients, circuit analysis) are less
intuitively understandable. This is not merely a
current limitation to be overcome by better
methods -- it may be a fundamental tension arising
from the fact that neural network computation is
genuinely different from human reasoning. The
model does not reason the way humans do, so an
accurate description of what the model actually
computes will inevitably look alien and unintuitive,
while an explanation that matches human intuition
will inevitably misrepresent the model's actual
process.

5.2 CoT Self-Explanations Are Unreliable for
Governance

The 42.6% faithfulness rate for chain-of-thought
explanations poses a serious challenge for the
growing practice of using LLM self-report as a
form of transparency. When a model states I
classified this review as positive because the
reviewer praised the acting and cinematography,
there is a better-than-coin-flip chance that this
explanation does not describe the computation
that actually produced the classification. For
regulatory compliance under frameworks like the
EU AI Act that require explainability for high-risk
systems, CoT explanations alone are insufficient
because they cannot be relied upon to identify the
true factors driving the model's decisions. Post-hoc
attribution methods with validated faithfulness
should supplement or replace CoT in any
governance context.

5.3 Multi-Method Explainability Is Required
Because no single method satisfies all four
evaluation dimensions, practical explainability for
foundation models requires combining methods
strategically. A recommended multi-method
approach: (1) Integrated Gradients for faithful
feature attribution in individual prediction
explanations; (2) probing classifiers for systematic
understanding of what concepts the model has
learned; (3) attention visualisation for quick
exploratory analysis (with the caveat that it is not
faithful); (4) CoT for user-facing explanations in
non-critical contexts (with the caveat that it is not
reliable for governance); and (5) circuit analysis
for deep investigation of specific concerning
behaviours.

5.4 Limitations

Four limitations apply. First, faithfulness was
measured using sufficiency and
comprehensiveness, which are imperfect proxies
for causal importance. Second, human evaluation
involved 24 annotators; larger and more diverse
annotator pools might yield different plausibility
ratings. Third, GPT-2 XL is smaller than current
frontier models; CoT faithfulness may differ in
larger models with stronger reasoning capabilities.
Fourth, the study evaluated post-deployment
explanation methods; inherently interpretable
foundation models were not assessed.

6. Conclusion

6.1 Summary

Evaluation of six explainability methods on three
foundation models confirms: Integrated Gradients
achieves highest faithfulness (sufficiency = 0.82).
Attention maps are most plausible (78.4%
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agreement) but poorly faithful (0.54). CoT
explanations are most understandable (4.2/5) but
faithful only 42.6% of the time. Circuit analysis is
most causally rigorous but requires 40+
researcher-hours per circuit. No single method
satisfies all four dimensions simultaneously.

6.2 Recommendations

Three recommendations emerge. First, never rely
on attention maps or CoT explanations alone for
high-stakes explainability -- their plausibility
conceals poor faithfulness. Second, use Integrated
Gradients as the default attribution method for
individual prediction explanations where
faithfulness is required. Third, adopt a
multi-method approach matching methods to
stakeholders: faithful attributions for developers
and regulators; plausible CoT for end-users with
appropriate caveats about reliability.
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Appendix A
Explainability Method Selection Guide

This appendix provides a decision tree for selecting
explainability methods based on stakeholder type,
regulatory requirements, and model architecture.

Step 1: Stakeholder Type
la. ML developer / debugger --> Integrated Gradients
(faithful attribution) + probing (concept audit)

1b. Domain expert (clinician, analyst) --> Int.
Gradients + attention (exploratory) with faithfulness
caveat

1c. End-user / affected individual --> CoT natural
language explanation with reliability disclaimer

1d. Regulator / auditor --> Int. Gradients (faithful) +
probing (systematic) + circuit (selected behaviours)

Step 2: Regulatory Requirement

2a. EU AI Act high-risk compliance --> Faithful
attribution required; CoT alone insufficient

2b. Internal audit / model governance -->
Multi-method: faithful + plausible + consistent

2c. User-facing transparency (no binding regulation)
--> CoT acceptable with reliability caveats

Step 3: Model Architecture

3a. Encoder model (BERT, ViT) --> Int. Gradients +
probing + attention (all applicable)

3b. Decoder model (GPT) --> Int. Gradients + CoT +
circuit analysis for specific behaviours

3c. Black-box API (no gradient access) --> SHAP
(perturbation-based; model-agnostic) only option

45





