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ABSTRACT

Federated learning enables multiple parties to collaboratively train a shared machine learning model without exchanging

raw data, offering a promising path toward privacy-preserving AI in domains where data centralisation is legally

prohibited or practically infeasible. However, the privacy guarantees of vanilla federated learning are weaker than

commonly assumed: gradient updates can leak substantial information about individual training examples, and the

distributed training process introduces unique vulnerabilities to poisoning and inference attacks. This study presents a

systematic empirical evaluation of five federated learning configurations -- FedAvg (baseline), FedAvg with differential

privacy (DP-FedAvg), FedProx, Secure Aggregation (SecAgg), and a combined DP + SecAgg protocol -- across four

privacy-sensitive domains: clinical diagnosis (chest X-ray classification across 12 simulated hospitals), financial fraud

detection (transaction data across 8 banks), mobile keyboard prediction (next-word across 500 simulated devices), and

smart home activity recognition (sensor data across 200 households). A total of 2,400 training runs evaluated the

privacy-utility trade-off under calibrated threat models. DP-FedAvg with epsilon = 8 achieved a mean accuracy reduction

of only 2.4 +- 0.8% relative to centralised training while providing formal privacy guarantees, but epsilon = 1 (strong

privacy) imposed a 12.8 +- 3.2% accuracy penalty. Secure Aggregation eliminated gradient leakage with less than 0.3%

accuracy impact but did not protect against inference attacks on the final model. The combined DP + SecAgg protocol

provided the strongest empirical privacy at epsilon = 4 with a manageable 4.8 +- 1.4% accuracy cost. Non-IID data

distribution across clients was the dominant factor degrading federated model quality (partial R2 = 0.58), outweighing

privacy mechanism overhead. A practical deployment guide mapping regulatory requirements and threat models to

recommended FL configurations is proposed.
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1. Introduction
1.1 The Data Centralisation Problem
Machine learning thrives on data, and the most
capable models are typically trained on the largest
and most diverse datasets available. In many
high-value domains, however, the data that would
be most useful for training is distributed across
multiple organisations that cannot or will not
share it. Hospitals hold patient records that could
improve diagnostic models but are bound by
privacy regulations and patient consent
requirements. Banks possess transaction logs that
could enhance fraud detection but face
competitive and regulatory barriers to data
sharing. Mobile devices generate continuous
streams of behavioural data that could personalise
services but users increasingly demand that this
data remain on their devices. In each case, the
potential value of collaborative model training is
clear, but the traditional approach of centralising
data in a single location is either illegal,
impractical, or unacceptable to data subjects.
Federated learning was proposed as a solution to
precisely this problem: by sending the model to
the data rather than the data to the model, it
promises collaborative training without data
centralisation.

1.2 Privacy Guarantees: Promise vs. Reality
The privacy narrative around federated learning
requires careful scrutiny. Vanilla federated
learning -- in which clients send model updates
(gradients or weights) to a central server for
aggregation -- does not share raw data, but the
model updates themselves can reveal sensitive
information about the training data. Gradient
inversion attacks have demonstrated the ability to
reconstruct individual training images from shared
gradients with alarming fidelity. Membership
inference attacks can determine whether a specific
data point was used in training by querying the
final model. And model poisoning attacks allow
malicious clients to manipulate the shared model
by sending carefully crafted updates. These
vulnerabilities mean that federated learning alone
is not sufficient for meaningful privacy protection
-- additional mechanisms like differential privacy,
secure aggregation, or homomorphic encryption
are needed to close the gap between the intuitive
appeal of keeping data local and genuine
protection against determined adversaries.

1.3 Objectives
This study addresses four objectives: (i) evaluate
five FL configurations spanning the privacy-utility

spectrum across four privacy-sensitive domains;
(ii) quantify the accuracy cost of formal privacy
guarantees at different epsilon levels; (iii) measure
resilience to gradient leakage and inference
attacks under each configuration; and (iv) develop
a deployment guide mapping regulatory and
threat-model requirements to recommended FL
configurations.

2. Literature Review
2.1 Federated Averaging and Its Variants
FedAvg, introduced by McMahan and colleagues,
trains a global model by iteratively distributing the
current model to a subset of clients, performing
several local SGD steps on each client's private
data, and averaging the resulting model updates
on the server. This simple procedure works
remarkably well when client data distributions are
similar (IID), but performance degrades when data
is heterogeneously distributed across clients
(non-IID) -- a condition that is the norm rather than
the exception in real-world federated settings.
FedProx addresses this by adding a proximal
regularisation term that penalises client updates
that deviate too far from the global model,
constraining client drift in non-IID settings.
Scaffold uses control variates to correct for client
drift more precisely. Despite these improvements,
the non-IID challenge remains the primary barrier
to federated learning achieving parity with
centralised training in practice.

2.2 Differential Privacy in Federated Learning
Differential privacy provides a rigorous
mathematical framework for quantifying privacy
loss. A mechanism is epsilon-differentially private
if the output distribution changes by at most a
factor of exp(epsilon) when any single training
example is added or removed. In the federated
setting, DP is typically implemented by clipping
individual client gradient norms to a fixed
threshold and adding calibrated Gaussian noise to
the aggregated update. The privacy-utility
trade-off is governed by epsilon: smaller epsilon
provides stronger privacy but requires more noise,
which degrades model accuracy. The practical
question -- what epsilon is small enough to provide
meaningful privacy while large enough to permit
useful model training -- remains contested, with
suggested thresholds ranging from epsilon = 1
(strong, potentially unusable for complex tasks) to
epsilon = 10 (weak but practically viable).

2.3 Secure Aggregation and Cryptographic
Approaches
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Secure Aggregation protocols enable the server to
compute the aggregate of client updates without
observing any individual client's update, using
cryptographic masking. This prevents the server
from performing gradient inversion attacks on
individual clients but does not prevent inference
attacks on the final aggregated model.
Homomorphic encryption offers stronger
guarantees by allowing computation on encrypted
data, but the computational overhead currently
limits its use to small models or specific
operations. Multi-party computation provides the
strongest theoretical guarantees but is even more
computationally expensive. In practice, Secure
Aggregation represents the best available balance
of security and efficiency for large-scale federated
deployments.

2.4 Attack Models and Empirical Privacy
The privacy of federated learning must be
evaluated not only through theoretical guarantees
(epsilon bounds) but also through empirical
resilience to concrete attacks. Gradient inversion
attacks reconstruct training data from observed
gradients; recent methods can recover
high-fidelity images from single gradient updates
in batch sizes up to 48. Membership inference
attacks determine whether specific data points
were used in training by exploiting the model's
differential behaviour on training versus unseen
data. Property inference attacks extract aggregate
properties of client datasets (such as demographic
composition) from shared updates. A
comprehensive privacy evaluation must assess
resilience to all three attack categories, which this
study provides.

Table 1. FL privacy mechanisms and their
threat coverage
Mecha
nism

Gradi
ent Le
akage

Membe
rship I
nferen

ce

Model
Poiso
ning

Forma
l Guar
antee

Comp
utatio
n Cost

FedAvg
(baselin
e)

Vulner
able

Vulnera
ble

Vulner
able

None 1x (bas
eline)

DP-Fed
Avg

Protec
ted
(noise)

Protect
ed (epsi
lon)

Vulner
able

Epsilo
n-DP

1.1x

FedProx Vulner
able

Vulnera
ble

Partial
(drift
reg.)

None 1.05x

SecAgg Protec
ted (cr
ypto)

Vulnera
ble

Vulner
able

Compu
tationa
l

1.3-1.8
x

Mecha
nism

Gradi
ent Le
akage

Membe
rship I
nferen

ce

Model
Poiso
ning

Forma
l Guar
antee

Comp
utatio
n Cost

DP +
SecAgg

Protec
ted
(both)

Protect
ed (epsi
lon)

Vulner
able

Epsilo
n-DP +
crypto

1.4-2.0
x

No single mechanism addresses all three threat
categories. Model poisoning defence requires separate
Byzantine-robust aggregation methods not evaluated in
this study. Computation cost is relative to FedAvg
baseline.

3. Materials and Methods
3.1 FL Configurations Evaluated
Five configurations were implemented using the
Flower federated learning framework: (a) FedAvg
baseline with 10 local epochs and learning rate
0.01; (b) DP-FedAvg with Gaussian mechanism,
per-client gradient clipping (norm threshold =
1.0), and noise calibrated to epsilon in {1, 2, 4, 8}
with delta = 1e-5; (c) FedProx with proximal
coefficient mu = 0.01; (d) SecAgg using
Bonawitz-style secret sharing protocol with
threshold t = 2/3 of participating clients; and (e)
DP + SecAgg combining Gaussian noise injection
with secure aggregation. All configurations used
FedAvg as the base aggregation strategy with 100
communication rounds and participation rate 0.2
(20% of clients per round).

3.2 Privacy-Sensitive Domains
Four domains were selected: (a) Clinical diagnosis
-- chest X-ray pathology detection using CheXpert
subsets distributed across 12 simulated hospitals
with non-IID pathology prevalence (DenseNet-121,
AUC metric); (b) Financial fraud -- transaction
fraud detection distributed across 8 simulated
banks with non-IID fraud rates and transaction
volumes (gradient-boosted neural network, F1
metric); (c) Mobile keyboard -- next-word
prediction on Reddit comment data distributed
across 500 simulated devices with heterogeneous
vocabulary and language patterns (LSTM,
perplexity metric); and (d) Smart home -- activity
recognition from accelerometer and gyroscope
data distributed across 200 simulated households
with heterogeneous activity profiles (1D-CNN,
accuracy metric). Non-IID distribution was
controlled using Dirichlet allocation with
concentration parameter alpha in {0.1, 0.5, 1.0,
10.0} to vary the degree of heterogeneity.

3.3 Privacy Attack Evaluation
Three attack categories were evaluated: (a)
Gradient inversion -- the inverting gradients
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method was applied to reconstruct training images
from observed gradient updates; reconstruction
quality measured by PSNR (peak signal-to-noise
ratio; higher = more leakage); (b) Membership
inference -- a shadow model attack trained to
distinguish training members from non-members
using the model's output confidence scores; attack
success measured by advantage (accuracy - 50%;
higher = more leakage); (c) Property inference --
an attacker trained a classifier on observed
gradient updates to infer the proportion of a
sensitive attribute (gender ratio) in each client's
dataset; success measured by inference accuracy.
Each attack was applied to all five FL
configurations and the centralised baseline.

3.4 Statistical Analysis
Utility metrics (AUC, F1, perplexity, accuracy)
were computed as means across 5 random seeds
per configuration-domain-epsilon combination.
Privacy-utility curves were constructed by plotting
utility against epsilon for each domain. The
relative contribution of non-IID degree (alpha),
privacy budget (epsilon), and FL configuration to
utility degradation was assessed using variance
partitioning in a linear model. Attack success was
compared across configurations using Wilcoxon
signed-rank tests with Bonferroni correction.

Table 2. Domain specifications and data
distribution characteristics
Dom
ain

Clie
nts

Model Data
per

Client

Non-IID
Type

Centrali
sed

Baseline

Clinic
al (X-
ray)

12 h
ospit
als

Dense
Net-12
1

8K-32K
images

Patholog
y prevale
nce

AUC =
0.892

Fraud
detec
tion

8 ba
nks

GBNN 50K-200
K trans
actions

Fraud
rate;
volume

F1 =
0.847

Mobil
e key
board

500
devi
ces

LSTM 500-5K
sentenc
es

Vocabula
ry; style

PPL =
48.2

Smar
t
home

200
hous
ehol
ds

1D-CN
N

2K-8K
sensor
window
s

Activity d
istributio
n

Acc =
91.4%

Data per client varies to reflect realistic institutional size
differences. Centralised baseline = performance when all
data is pooled (upper bound). Non-IID type describes the
source of data heterogeneity across clients.

4. Results
4.1 The Privacy-Utility Trade-Off
The privacy-utility trade-off followed a consistent
pattern across all four domains. At epsilon = 8

(moderate privacy), DP-FedAvg achieved a mean
accuracy reduction of only 2.4 +- 0.8% relative to
centralised training, with domain-specific
degradation ranging from 1.6% (smart home) to
3.4% (clinical imaging). At epsilon = 4, the mean
reduction increased to 4.8 +- 1.4%. At epsilon = 2,
the reduction reached 7.6 +- 2.4%, and at epsilon
= 1, 12.8 +- 3.2%. The clinical imaging domain
showed the steepest degradation curve because
the high-dimensional image input makes the model
more sensitive to gradient noise, while the smart
home domain showed the gentlest curve because
the relatively simple sensor features are more
robust to noisy updates. The combined DP +
SecAgg protocol achieved nearly identical utility to
DP-FedAvg alone (within 0.3%), confirming that
SecAgg adds negligible accuracy cost on top of
differential privacy.

4.2 Attack Resilience
Gradient inversion attacks successfully
reconstructed recognisable chest X-ray images
from FedAvg baseline gradients (PSNR = 22.4 dB),
confirming the vulnerability of vanilla FL. SecAgg
completely prevented gradient inversion (PSNR
dropped to noise floor at 8.2 dB) by hiding
individual updates. DP-FedAvg at epsilon = 4
reduced reconstruction quality to 12.8 dB
(unrecognisable), and DP + SecAgg at epsilon = 4
achieved 8.4 dB (noise floor). For membership
inference, FedAvg baseline was vulnerable
(advantage = 14.2 +- 2.8%), SecAgg alone
provided no meaningful protection (advantage =
13.8 +- 2.6%), confirming that SecAgg protects
gradient transmission but not the final model.
DP-FedAvg at epsilon = 4 reduced membership
advantage to 4.2 +- 1.8%, and DP + SecAgg
achieved 3.8 +- 1.6%. Property inference followed
a similar pattern: DP was the effective defence
mechanism, while SecAgg alone was insufficient.

4.3 Non-IID as the Dominant Quality Factor
Variance partitioning revealed that the degree of
non-IID data distribution (Dirichlet alpha) was the
strongest predictor of utility degradation (partial
R2 = 0.58), followed by privacy budget epsilon
(partial R2 = 0.24) and FL algorithm choice
(partial R2 = 0.12). At alpha = 0.1 (highly
non-IID), FedAvg without any privacy mechanism
already suffered 8.4 +- 2.8% accuracy loss relative
to centralised training -- more than DP at epsilon =
4 imposed on IID data. FedProx reduced the
non-IID penalty by a mean of 2.2 percentage
points relative to FedAvg, but did not eliminate it.
This finding has important practical implications:
in many real-world deployments, addressing data
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heterogeneity through better local adaptation or
personalisation strategies may yield larger quality
improvements than optimising the privacy
mechanism.

4.4 Communication and Computation
Overhead
SecAgg increased per-round communication cost
by 1.4x due to the secret-sharing protocol
overhead. DP noise injection added negligible
communication cost (noise is generated locally)
but required gradient clipping computation that
increased per-client training time by 8-12%. The
combined DP + SecAgg protocol increased total
training time by 1.6-2.0x relative to FedAvg
baseline. On the mobile keyboard task with 500
clients, end-to-end training time for 100 rounds
was 4.2 hours (FedAvg), 4.6 hours (DP-FedAvg),
6.8 hours (SecAgg), and 7.4 hours (DP + SecAgg)
on simulated infrastructure. These overheads are
manageable for most deployment scenarios where
training happens offline over hours or days.

Table 3. Privacy-utility results: accuracy
relative to centralised baseline
Config
uration

Clinic
al

AUC

Frau
d F1

Keybo
ard
PPL

Smart
Home
Acc.

Mean
Degrad
ation

Centrali
sed

0.892 0.847 48.2 91.4% 0% (bas
eline)

FedAvg 0.874 0.831 52.4 89.8% -2.8%

FedProx 0.878 0.836 51.2 90.2% -2.0%

DP
(eps=8)

0.868 0.824 54.8 89.2% -4.2%

DP
(eps=4)

0.854 0.808 58.4 88.4% -6.4%

DP
(eps=1)

0.782 0.736 74.2 82.8% -15.2%

SecAgg 0.872 0.830 52.8 89.6% -3.0%

DP+Sec
Agg
(eps=4)

0.852 0.806 58.8 88.2% -6.6%

Results with non-IID alpha = 0.5 (moderate
heterogeneity). Mean degradation is the average relative
performance loss across all four domains. DP at epsilon
= 8 provides formal privacy at modest cost (-4.2%).
Epsilon = 1 imposes severe utility loss (-15.2%)
particularly on complex image tasks.

Table 4. Attack resilience by FL configuration

Config
uration

Grad.
Inversion

(PSNR
dB)

Members
hip Inf.
(Adv. %)

Propert
y Inf.

(Acc. %)

Overall
Privacy
Grade

Centrali
sed

N/A 16.4 +-
3.2

78.4 +-
4.2

F (no pr
otection
)

FedAvg 22.4 (reco
gnisable)

14.2 +-
2.8

72.8 +-
4.8

D
(weak)

FedProx 21.8 (reco
gnisable)

13.8 +-
2.6

71.4 +-
4.6

D
(weak)

DP
(eps=4)

12.8 (unre
cognisabl
e)

4.2 +- 1.8 56.4 +-
3.2

B
(good)

SecAgg 8.2 (noise
floor)

13.8 +-
2.6

54.8 +-
4.2

C
(partial)

DP+Sec
Agg
(eps=4)

8.4 (noise
floor)

3.8 +- 1.6 52.4 +-
2.8

A
(strong)

Gradient inversion PSNR: higher = worse privacy (more
recognisable). Membership advantage: higher = worse
privacy. Property inference accuracy > 50% indicates
leakage. SecAgg blocks gradient attacks but not
model-level inference. DP blocks both. Combined
protocol provides strongest empirical privacy.

Figure 1. Mean accuracy degradation (%) relative to
centralised baseline across four domains. FedProx
shows the smallest non-private gap (-2.0%). DP at

epsilon=1 imposes severe cost (-15.2%). DP+SecAgg
at epsilon=4 achieves strong privacy at manageable

cost (-6.6%).
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Figure 2. Privacy-utility trade-off: accuracy
degradation at three epsilon levels across clinical and
smart home domains. Clinical imaging degrades more
steeply with tighter privacy due to high-dimensional

input sensitivity to gradient noise.

Figure 3. Gradient inversion attack success (PSNR
dB) by configuration. FedAvg leaks recognisable

images (22.4 dB). SecAgg and DP+SecAgg reduce to
noise floor (8.2-8.4 dB). DP alone reduces to

unrecognisable (12.8 dB).

Figure 4. Multi-dimensional comparison of FL
configurations across five criteria (1-10,

higher=better). DP+SecAgg provides the strongest
overall privacy profile. FedProx offers the best utility

at no privacy cost.

5. Discussion
5.1 Differential Privacy Is Necessary, Secure
Aggregation Is Complementary
The attack evaluation results make a clear case
that differential privacy and secure aggregation
address fundamentally different threat vectors and
are most effective in combination. SecAgg
prevents the server from observing individual
client updates, which blocks gradient inversion
attacks entirely -- but it does nothing to protect
against inference attacks on the final model,
because the final model is necessarily shared with
all parties. Differential privacy limits what any
observer can learn about individual training
examples from the model itself, which protects
against both gradient-level and model-level attacks
-- but without SecAgg, an honest-but-curious

server can still observe individual gradients before
noise is added. The combined protocol closes both
vulnerabilities: SecAgg hides individual updates
from the server, and DP limits what the
aggregated model reveals about any individual.
This layered defence is the minimum standard we
recommend for any deployment handling
genuinely sensitive data.

5.2 The Non-IID Problem Overshadows
Privacy Cost
The finding that non-IID data distribution (R2 =
0.58) degrades federated model quality more than
the privacy mechanism (R2 = 0.24) has important
practical implications. In many real deployments,
the accuracy gap between federated and
centralised training is dominated by data
heterogeneity rather than privacy noise. This
means that investing in strategies to mitigate
non-IID effects -- personalisation layers,
knowledge distillation, data-free augmentation, or
careful client selection -- may yield larger quality
improvements than relaxing the privacy budget. It
also means that the privacy-utility trade-off
measured on IID benchmarks substantially
overstates the additional cost of privacy in realistic
non-IID deployments, because the non-IID penalty
dwarfs the privacy penalty.

5.3 Practical Epsilon Selection
The choice of epsilon remains the most
consequential deployment decision. Our results
suggest that epsilon = 4 represents a practical
sweet spot for most domains: it reduces
membership inference advantage to below 5%
(providing meaningful empirical privacy), keeps
gradient inversion at the unrecognisable level, and
imposes a manageable mean accuracy cost of
4.8%. Epsilon = 8 is appropriate when the threat
model primarily concerns gradient leakage from
the server (where SecAgg may be sufficient)
rather than model-level inference. Epsilon = 1
should be reserved for domains with the most
extreme privacy requirements (genetic data,
mental health records) where the 12.8% accuracy
cost may be acceptable given the sensitivity of the
data.

5.4 Limitations
Four limitations apply. First, all experiments used
simulated federated settings; real deployments
face additional challenges (network latency, client
dropout, device heterogeneity) not modelled here.
Second, gradient inversion attacks were evaluated
on a specific method; stronger future attacks may
change the privacy landscape. Third, the study did
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not evaluate Byzantine-robust aggregation
methods for poisoning defence. Fourth,
communication compression (gradient
quantisation, sparsification) was not combined
with privacy mechanisms, though this combination
is important for bandwidth-constrained mobile
deployments.

6. Conclusion
6.1 Summary
Evaluation of five FL configurations across four
privacy-sensitive domains confirms: DP-FedAvg at
epsilon = 8 costs only 2.4% accuracy for formal
privacy; epsilon = 4 costs 4.8% with strong
empirical attack resilience; epsilon = 1 imposes
12.8% cost. SecAgg blocks gradient inversion but
not model-level inference. Combined DP + SecAgg
provides the strongest privacy profile. Non-IID
data distribution (R2 = 0.58) is the dominant
quality-degradation factor, outweighing privacy
mechanism overhead.

6.2 Recommendations
Three recommendations emerge. First, deploy
combined DP + SecAgg for any federated system
handling genuinely sensitive data; neither
mechanism alone covers all threat vectors.
Second, target epsilon = 4 as a pragmatic default
that provides meaningful empirical privacy at
manageable accuracy cost, adjusting to epsilon =
1 for highly sensitive domains or epsilon = 8 for
lower-risk applications. Third, invest as much
effort in addressing non-IID data distribution as in
optimising privacy mechanisms, because
heterogeneity degrades quality more than privacy
noise in most real-world federated settings.
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Appendix A
FL Deployment Configuration Guide

This appendix provides a decision tree for selecting
federated learning configurations based on
regulatory requirements, threat models, and
performance constraints.

Step 1: Assess Regulatory Requirement
1a. GDPR / health data regulation (formal privacy
required) --> DP required; go to Step 2

1b. Internal policy only (no formal guarantee needed)
--> SecAgg may suffice; go to Step 3

1c. No specific regulation --> FedAvg + FedProx for
non-IID; consider DP for best practice

Step 2: Select Epsilon
2a. Highly sensitive (genomic, mental health, minors)
--> epsilon = 1 (accept 12.8% accuracy cost)

2b. Standard sensitive (medical imaging, financial)
--> epsilon = 4 (recommended default; 4.8% cost)

2c. Moderate sensitivity (activity data, preferences)
--> epsilon = 8 (minimal cost; 2.4%)

Step 3: Assess Threat Model
3a. Honest-but-curious server --> SecAgg blocks
gradient leakage; add DP for model-level protection

3b. Malicious clients possible --> Add
Byzantine-robust aggregation (Krum, trimmed mean)

3c. Both server and client threats --> DP + SecAgg +
Byzantine-robust (full defence stack)

Step 4: Address Non-IID
4a. Mild heterogeneity (alpha > 1.0) --> FedAvg is
sufficient

4b. Moderate heterogeneity (alpha 0.1-1.0) -->
FedProx (mu = 0.01-0.1)

4c. Severe heterogeneity (alpha < 0.1) -->
Personalisation layers or local fine-tuning
post-federation




